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Checklist Cybersecurity 

 

The General Data Protection Regulation is anchored in the revised Swiss Data Protection Act. It requires the 
guarantee of a level of protection for personal data that is appropriate to the risk in terms of confidentiality, 
integrity, availability and resilience of the systems (network, operating systems, data centers, data pro-
cessing procedures, etc.). The state of the art, implementation costs and the nature, scope and purposes of 
the processing as well as the varying likelihood and severity of the risk to the rights and freedoms of natural 
persons must be taken into account. 

 
 

What is your IT strategy?  

Is there an overview of internal/external network traffic/IoT? 
Describe your state of digitalization implementation /goals/deadlines/applications/dependencies on other 
systems, networks, services. 
 
 

How do you review and assess your technical resources? Existing encryption and security mechanisms for 
potential vulnerabilities. Check for possible data leaks? Do you perform data deletion? 
 
 

How do you secure your business processes against cyber threats? 

1. is an incident response plan in place?  
2. are immediate measures defined in the event of an IT incident? 
3. is there a redundant hard disk? 
4. does the antivirus include a defense against cyberattacks?  - Are spam lists listed? 
5. do you work with AI software solutions? Cloud-based detection and analysis, as well as increasingly  
    improving heuristic detection of malware.  
6. Do you perform attack prevention using an encryption Trojan? 
 
 

How quickly must a re-commissioning occur after a cyber-attack? What is your maximum duration of a 
business interruption? 
 
 

Is there a minimum level of cyber resilience?  
 - Data Breach & Phishing - data theft, spying on data outside the organization.  
   Web Hacking: abnormal HTTP requests to unusual external domains. 
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 - Data Leackage - data theft within the organization (company, administration, etc.).  
 
 - (Distributed) Denial of Service Attack (DoS/DDoS) - overloading and thus blocking of an internet interface 
    or another service by an automatically generated excess of service requests. 
 
- Ransomeware: malicious encryption of data to demand extortion money. 
 
 

What adequate, technical and organizational measures do you take to adequately secure personal data 
from misuse and loss? 
 
 

Which measures have you embedded in data processing to ensure confidentiality, integrity, availability, and 
data reliability? 
 
 
 
 


